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IP / URL

TCP traffic established? By 
whom?

HTA 
invocation

Is is executed? Include simple 
callbacks like images, css, 

iframes, etc

Dropped File

Is the dropped file removed? 
Check with code

HTA File

Is the file fully retrieved?

Code behavior

Is your code executed? 
Implement same call backs in 

simple code

File behavior

Which activity is detected? 
Running? Calling back to 

C&C? Persistence?
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http://obscuresecurity.blogspot.nl/2012/12/finding-simple-av-signatures-with.html
http://obscuresecurity.blogspot.nl/2012/12/finding-simple-av-signatures-with.html
http://obscuresecurity.blogspot.nl/2012/12/finding-simple-av-signatures-with.html
https://www.adampalmer.me/iodigitalsec/2013/04/18/anti-virus-evasion-part-1/
https://www.adampalmer.me/iodigitalsec/2013/04/18/anti-virus-evasion-part-1/
https://www.adampalmer.me/iodigitalsec/2013/04/18/anti-virus-evasion-part-1/
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https://www.blackhillsinfosec.com/modifying-metasploit-x64-template-for-av-evasion/
https://www.blackhillsinfosec.com/modifying-metasploit-x64-template-for-av-evasion/
https://www.blackhillsinfosec.com/modifying-metasploit-x64-template-for-av-evasion/
https://diablohorn.com/2013/01/19/av-evasion-recompiling-optimizing-ftw/
https://diablohorn.com/2013/01/19/av-evasion-recompiling-optimizing-ftw/
https://diablohorn.com/2013/01/19/av-evasion-recompiling-optimizing-ftw/
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Packer 
loop?



Executable

         Packer

Executable



https://github.com/corkami/docs/blob/master/packers.pdf
https://github.com/corkami/docs/blob/master/packers.pdf
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Shellcode

Encoded

Encrypted

Injected
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https://pentestlab.blog/2017/11/06/hijacking-digital-signatures/
https://blog.didierstevens.com/2008/12/31/howto-add-a-digital-signature-to-executables/
https://blog.didierstevens.com/2008/12/31/howto-add-a-digital-signature-to-executables/
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http://unprotect.tdgt.org/index.php/Antivirus_Evasion
http://hooked-on-mnemonics.blogspot.nl/2011/01/intro-to-creating-anti-virus-signatures.html
http://hooked-on-mnemonics.blogspot.nl/2011/01/intro-to-creating-anti-virus-signatures.html
http://www.thegreycorner.com/2010/04/bypassing-av-detection-netcat.html
https://www.gracefulsecurity.com/anti-virus-evasion/
https://www.cyberark.com/threat-research-blog/illusion-gap-antivirus-bypass-part-1/
https://www.cyberark.com/threat-research-blog/illusion-gap-antivirus-bypass-part-1/
https://pentest.blog/art-of-anti-detection-1-introduction-to-av-detection-techniques/
https://pentest.blog/art-of-anti-detection-1-introduction-to-av-detection-techniques/
https://www.blackhillsinfosec.com/modifying-metasploit-x64-template-for-av-evasion/
https://www.blackhillsinfosec.com/modifying-metasploit-x64-template-for-av-evasion/
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https://averagesecurityguy.github.io/learn/research/2011/04/20/using-metasploit-templates-to-bypass-av/
https://averagesecurityguy.github.io/learn/research/2011/04/20/using-metasploit-templates-to-bypass-av/
https://dl.packetstormsecurity.net/papers/bypass/bypassing-av.pdf
https://www.securitysift.com/pecloak-py-an-experiment-in-av-evasion/
http://securityxploded.com/bypassing-antivirus-using-code-injection.php
https://marcoramilli.blogspot.nl/2012/02/new-way-to-detect-packers.html
https://github.com/hackedteam/core-packer
https://github.com/trustedsec/unicorn
https://github.com/securestate/syringe
http://vxer.org/
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http://www.0xrage.com/?p=210
https://diablohorn.com/2011/12/10/remote-av-detection-with-eicar/
https://diablohorn.com/2013/01/20/hash-encapsulation-to-bypass-av/
https://diablohorn.com/2013/01/19/av-evasion-recompiling-optimizing-ftw/
https://diablohorn.com/2013/02/21/we-bypassed-antivirus-how-about-idsips/
https://diablohorn.com/2013/02/04/evade-antivirus-convert-shellcode-to-c/

